3

B LA BO7H 4 b3 ig 4 4 R
SERE PEVEIES ICONCIES D L

Read the attached paper carefully and answer the following questions.

1. Please summarize the paper in English. Your summarization should be about 200
words. (50%)

2, In BSection 4.3, a number of notations are defined to illustrate the
recommendation chain proposed by the authors. Please describe the meaning of
the following notations: (20%)

A. (cl.ﬁ_l,c,.f.)
B. tuv)
C. b, v)
Bl

3. Consider Figure 4. Suppose cs finally receives an ad through a recommendation
chain m—»co—>¢i1—>c;5 and goes shopping using the ad. How many bonus points
will each relevant customer receive? (15%)

4.. According to the proposed approach, each customer, upon receiving an ad, is free
to decide a cerfain number of bonus points (s)he will keep. If you are the
customer, what is your strategy in deciding the retaining bonus points for each
incoming ad? Please justify. (15%)
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bile phones, etc.), the vision of spontaneous ad-hoc networking be-
comes feasible. 3
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A fairly large amount of research has been carricd out in the con-
struction of multi-hop ad-hoc networks (MANETS) with the intro-
duction of several kinds of multi-hop routing algorithms (see [14,
9] for a start). Often scnsor networks or military applications are
named as sampie application domains. A key characteristic within
these domains is that the individual nodes are strongly related to
each other, trust each other and want to accomplish a common goal.

This is very different from ad hoc communication within anony-
mous groups of humans. Here the following problem exists: Con-
sider the situation in Figure 1 with A, B and ' as mobile nades
(i.e. bumans cquipped with mobile devices).

Figure 1: Multihop Communication,

Person A is in communication range to B but not to C who is

‘again alse in communication range to B. If A wants to communi-

cate with C, all their traffic has to be routed via B. Having in mind
that A, B and C' a pricri do not know each other, two questions

_ arise:
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e What is the incentive for node B to route messages between
A and C? Especially, with regard to the fact that battery
power is still a limited resource, why would node B donate
it to the commumnication link between A and C?

s Why should nede A and C' trust and rely on nede B for their
communication? Node B could easily eavesdrop, manipu-
late or just reject messages.

As a possibie answer to the questions above, we propose a sys-
tem that deliberately does not support multi-hop communication.
In this paper, we describe how to spread digital advertisements
(ads) among interested users using a simple one-hop communica-
tion protocol. Each user specifies his interests in a profile that is
stored on the mobile device. Our communication scheme resem-
bles the way information is spread by word of mouth between hu-
man beings, e.g. when recommending something to someone else
(see [7] for a thorough discussion of an application scenario),

As an incentive for users to take part in our system, we have
designed an anonymous bonus point model that rewards a user who




<iWish>
zadvertisemants
<description>
<productclasss> DVD «</productclasss
<fdescription>
<due> 2003-12-23 </due=
<prices> EUR 50 =</pricesx
«/advertisement »
</iWish>

Figure 2: iWish list,

carrics an advertisement on the way down from the vendor to a
potential customer,

The paper is structured as foliows. In the next section, a brief
introductien into the iClouds project is given. iClouds devices are
vsed te disseminate information, (n this case digital advertisciments,
between anenymous groups of people and serve as the vital part of
the infrastructure for our bonus point system. Section 3 gives an
overview of the whole system, names the participants for our pro-
posed bonus puint system and describes the different communica-
tion steps. The core banus point model including a precise formal
description is formulated in Section 4, Scction 5 focuses on the
system design, including our design goals, security threats and the
technical realization. Our protolype and some runtime measure-
ments are presented in Section 6. Wo name important related work
in Scction 7 before we finish our work with a conclusion.

2. THE ICLOUDS PROJECT

In this section, we explain the iClouds project on top of which we
deploy our advertisement dissemination and the bonus point model,
Please refer to [6, 5] for a mote extensive description of the iClouds
archilecture, how information is stored on the devices, and how it
is passed from one device to another.

iClouds devices arc small devices with mobile communication
support for a maximum of a few 100 meters; one example is a
802.11%5-capable PDA. iClouds supports spontaneous vne-hep net-
works of humans where the communication takes place in the user's
vicinity. Digital itcms such as ads arc shared and propagated by in-
terest. This exploits the phenomenen of small worldy [18], where
information is spread by word-of-mouth recommendation,

The two most important data structurcs found on the iClouds
device are the following information lists (iLise for short):

e The iHave list {information have list) halds all the ads the
user wants to pass or.

e In the iWish fist (information wish list), the user specifics
what kind of ads, belonging to a certain product class, he is
interested in.

Figure 2 shows an extract of the XML file. There a fictitious
user expresses his interest in DVD advertisements that are offered
for a price of 50 Euro or less before December, 23rd. Please note
that currently we use a fixed taxonomy for our product classes and
cvery product is identified by a unique id' (¢f. Section 5.2.1). We
already addressed the problem of semantics in [6].

Each iClouds device periadicalty scans its vicinity to check if
known nodes are still active and in communication range and also

'Similar to the Amazon Standard identification Number (ASIN)
deseribed on http: //www.wikipedia.org/wiki /RSTH.
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1o sec if any new nodes have appeared. Information about active
nodes 15 stored in a neighberhood data structure.

In the second stage, the iClouds devices align the stored ads and
the ads they are looking for. This is achieved by exchanging tLists.
Scarch cntrics on the iWish Jists are matched against ads on the
ilave lists, On a match, ads move from one iHave list o the other,

Digital advertisements in (Clouds pass through several nodes, as-
suming certain conditions are met, First, two nodes must come into
communication range, for cxample about 100 meter using 802,11
WiFi. Second the users share interest in the same ads, cxpressed
through the il_ists.

3. COMMUNICATION PATTERN

In this section we describe the hig picture: the participants and
the communication patlern stracture.
Our proposed system has three kinds of participants:

e A merchant disscminates digital advertisements within its
vicinity. For example, there are several fixed nedes located
in a merchant’s shop. These so-called information sprin-
Klers, which are stationary transmilier units, arc described
in [5]. Customer devices learn about advertisements while
their owners arc browsing around the shop.

A customer carrics an 1Clouds device. This device collecis
advertiscments and transports or passcs the ads to other in-
terested customers. Ideally, some of them come te the shop
and buy the advertised good.

A so-called mediator keeps track of the users” accumulated
bonus points.  [n this regard it works similar to a central
database where both the merchant and the customer have ac-
cess to (¢.g. via the Intermet). Thercfore it guarantees reach-
ability to the inherently transient customers (sec example be-
low). In addition, the mediator acts as an “anonymizer™ to
guarantee customers’ anonymity. See Section 5.2.3 lor de-
tails.

Note that our proposed system supports several merchants and
customers, but only ene mediator is used. Having introduced the
participants, we now describe each communication step. All the
fellowing refers to the cxample shown in Figore 3.

I. Customer 4 visits a merchant. While staying in the shop, his
device learns sbout a lot of advertisements and filters them
against the 1Wish list. These advertiscments are stored on
the user’s device. In the example, customer 4 learns about a
DVD advertisement.

rJ

- Customer A (after leaving the shop} cncounters another pe-
tential customer 2 (on the street for instance), who is inter-
ested i the ad. B stores the ad and then later passes it on to
an interested party €.

. Citself is taken with the ad, goes to the shop and buys the
advertised good. (' also passes information to the merchant
abeut how he has Iearned about the ad ~ in our example via
Aand B.

4. The merchant informs the mediator which customers should
be rewarded with bonus points.

. Assuming that there is a standard Internet connection avail-
able, A, B and € can dewnload their benus points rom the
mediator’s server onto their devices. This can happen for ex-
ample during a syne operation,




customer

bonus

Figure 3: Communication steps in the bonus point model,

4. BONUS POINT MODEL

In this section, we present and formally describe our new honus
point model. First we explain what are the new incentives for par-
ticipants compared to commonly known bonus point systems. We
then introduce the notion of virtual bonus points which leads us to
a graph theoretic model. This formalism allows a precise descrip-
tion of the information flow and is a prerequisite for an analysis of
the security threats and countermeasures in Section 5. At the end
of this section, we briefly discuss possible variants of our model.

4.1 Creating Incentives

Let us first explain the differences of our system compared to
common bonus point models. Usually a customer is granted bonus
points depending on the price of goods he buys at a certain store,
¢.g. in the popular PAYBACK system [13]. Thus, from the pattic-
ipating companies’ point of view, the idea of such a system is to
reward regular customers with small rebates.

Our idea is to disseminate digital advertisements with the help
of interested customers following the communication pattern of
“word-of-mouth-recommendation” as cxplained earlier. A mer-
chant will grant bonus points to all peoplc in a recommendation
¢hain provided the product in the advertisement is bought. Thus,
bonus points are a means of tewarding people net only for buy-
ing, but recommending ot promoting products by contributing their
5YStEm resources,

4.2 Virtual Bonus Points

For technical reasons, we distinguish two types of bonus points,
While the advertisement is being distributed among the partici-
pants, everybody is allowed to claim a certain share of virtual bonus
points. These virtual points will only become real bonus points if
the product is bought by the last person in the chain. Information
about preceding participants is always transported along with the
ad and, in the end, is sent to the mediator for the purpose of clear-
ing. Virtual bonus points resulting from chains which do not [ead
to a purchase decay.

4.3 Formal Description

For the sake of simplicity we restrict ourselves to the case of a
particular advertisement o, the general case of multiple merchants
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and advertisements is straight-forward. Relations of participants
passing along an advertiscment o are madeled by a directed and
weighted simple? graph G = G, = (V, E, b).

The set of vertices V = {m} U € consist of one merchant m
and a set of customers C C {e; : j € N}. BYECV xCwe
denote the set of edges of (7. The mapping b : E -~ N assigns a
non-negative weight (number of bonus points) to every edge of G.
To describe the timely behavior of our systern, we use the mapping
t: B — R whosc values are interpreted as points in time,

For (v,w) € E, we write b{u, w) and t(v, w) in the following
as a shorthand for &((v, w)) and ¢({v, w)) respectively.

We assume the merchant m is disseminating the ad for a certain
period of time staring at the moment to € R This dissemination
may be typically done by the help of an information sprinkler (sce
Section 3) broadcasting new offers regularly.

The interpretation of an edge (v, w} € E is the following: adver-
tisement & was passed along from v to w at the moment o, w) >
to. At this time the intersection of the communication horizons of
v and w was non-empty and, in addition, v matched an entry inw’s
iWish list.

Because customers can only pass along ads they already have,
this imposes a restriction for ¢, namely

(v,w)e ENec? = Hu,v)e B
t(u,v) < t{v,w). (1)

A recommendation chain frommto e, _, (of length k) is deseribed

as a scquence {e,-}f;& = leo,....ex_1) of edges eg = {m,ciy)
and e; = (ci,_,,¢;) € Eforl <5 <k —1,

In the beginning the merchant fixes the total number of (virtual)
bonus point by € N which he will pay for each purchase of the
product.  These points arc shared among the participants in the
chain [e,]52].

We let cach customer c in the chain decide how many of the re-
mainiag bonus points to keep. This parameter influences the prob-
ability of an ad being passed along over a long distance.® For every
d € Cwhere (c,¢) € E, the value blc, ¢’) > 0 denotes how many

A simple graph contains neither multiple edges nor loops.
?As a matter of fact there is another reason for this design choice
which we will explain later.




Figure 4: Example of bonus point passing.

bonus points ¢ passes along to ¢’. A natural restriction on b is that
¢ can only pass along less virtual points than he obtained before.
Therefore, condition (1) is modified as follows:

(v,w)€e ENC® = 3(u,v) € E

Hu,v) < tv, w) A b(u,v) > blv, w) )
Assume the last customer in the chain (€:,._, ) decides to shop at
m's store. Then he gets the product at the price quoted in o and
moteover the remaining bonus points b(ex_;). The other partici-
pants in the chain are granted the same amount of real bonus points
as they kept virtual points when passing along the ad. These are
precisely b(e;) — b(e;+1) points for customer €, 0<j< k-2

Example: We consider a graph with 6 customers, ie. V =
{m,¢o0,...,cs} and assume that cs will buy the product ifhe learns
from the ad. Using this example we will explain several aspects of
our system. Merchant m assigns bo = 10 bonus points to the prod-
uct. Figure 4 shows how the ad is then passed along.

® Letus first regard the communication chain [(m, co), (co, cz),
{ta,¢4), (cs, c5)]. Customer cp claims 2 points and passcs
blca,¢2) = 10 — 2 = 8 points along. ¢z keeps a single
point, i.e. b{cz, ca) = blcy,c3) = 7 and finally c4 keeps 3
points.

L)

If 5 buys the product, then g, ¢2, and ¢4 are rewarded bonus
points for successfully passing along the ad, while buyer ¢s
gets the remaining 4 points.

If eq were too greedy and claimed 8 virtual points, the ad
would have been decayed from ¢y in the above communica-
tion scenario because only one point remained. Therefore,
the total oumber of bonus points is an upper bound for the
number of hops. This is much like the TTL (time to live)
parameter in IP packages and avoids unnecessary network
traffic. ;

There is the possibility to learn from an ad via two differ-
ent communication chains: [(m, 1), (c1, cs)], for instance,
is another chain which transports the ad to ¢s, however, the
number of bonus points for cs is less (bie1,e5) =2).

The system is time-dependent; Possible values for b(ca, e5)
arc 1,...6, depending on the relation of £(e;, ca). t{ez, c3),
and t(63, Cr,).
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4.4 Extensions

It might be intcresting to model and study different strategies of
keeping and passing along bonus points by game-theoretic meth-
ods. We do not go into further details here but discuss some vari-
ants and features of our model.

In the example, we implicitly assumed that ble,¢’) is constant
for a fixed c and arbitrary ¢’ such that (c,¢') € E. While this
appears to be a natural restriction, participants are allowed to vary
the number of points they pass along. We also assumed b{m,c) =
bo for all ¢ € C such that (m,c¢) € E. But the merchant may
choose different values, e.g. for special offers limited in time.

Each participant ¢;, in the recommendation chain le;]5Z¢ may
define a lower bound for onc or more of the values ble:), bles) /b
or even (b(e:-1) — ble:)) /bo. This is a possibility to €Xpress a
personal strategy or notion of faimess,

An approach which simplifies the system from the users’ point
of view is the following: In case a product is bought at the end of a
recommendation chain [(m, ciy), . .., (€i,_, ., ¢s,_, )], the second-
to-last {i.e. i, _, ) is rewarded the full bonus by while the others get
no bonus at ali. This relieves us of storing the values ble;).

5. SYSTEM DESIGN

In this section, we explain our system design choices against the
background of security issues. The first subsection introduces the
relevant protection goals for e-commerce applications which we
associate to our scenario in Section 5.2. To solve the arising is-
sues, we use a combination of cryptographic primitives, technical
measures and legal practice. A few remarks about efficiency are
postponed to Scction 6.2 where a protatype is studied,

5.1 Protection Goals

In this section, we briefly [ist typical security services and pro-
tection goals in e-commerce. We considet the simple model of two
parties exchanging messages aver an potentially insecure medium,
e.g. Alice sending an e-mail to Bab,

A data origin authentication scrvice provides Bob with assur-
ance that the c-mail came from the claimed originator. Alteration
of the c-mail in transit is prevented by a data integrity service, Non-
repudiation is a requirement especially for digital contracts provid-
ing the recipient (and othcr parties) with strong evidence of the
origin of a message. It is commonly used in conjunction with an
integrity service. A confidentiality service protects the contents of
the e-mail against disclosure to cavesdroppers.

Anonymity and pseudonymity, which is somewhat weaker, are
protection goals conceming personal Privacy. Anonymity means
that Bob cannot learn (cxcept with the help of Alice) about who
sent him the e-mail, whereas pseudonymity means that Alice uses
a unique alias instead of her name which can be mapped to her real
name by an authorized party only (e.g. on behalf of a judge),

An important observation about pseudonymity is the following;
Bob who knows only the aliases is nevertheless able to link dif-
ferent messages which come from a single person. This is due
to the fact that users cannot create new pseudonyms without the
help of the authorized party. Removing this constraint, we obtain
anonymity.

A somewhat different but not unimportant protection goal is that
of availability of a system which forms a basis for the other ser-
vices.

Obviously, the protection goals noted above interfore with cach
other: For example, combined with pscudonymity, the notion of au-
thenticity refers to the alias, not the real name. In a scenario where
anonymity is guaranteed for all parties, confidentiality (concerning




<advertisement id="p2681.
<descriptions
<Productclasss pyp
</productclasss
<titlex Rocky Collection
</titles
<actor= Stallone </actors
<info> 5 Dyps [Box set] </infos
</description>
<due> 2003-12-24 </dues
<price> EUR 49_gg </prices
</advertisement

<recommendations
<ad id="Az68" remaininghbonusf'lo"/:a
<sender> merchant </senders
<receivers Customer 31 </receivers
</recommendation>

<recommendations
<ad id="az268" xemaining_bonus:"Z"/>
<senders Ccustomer 1 </senders
<receivers customer 5 </receivers
</recommendations

Figure 5: Representation of a recommendation chain,

the identity of the communicating parties, not the message content)
comes for free.

5.2 Technical Realization
In this section we Hink the previously introduced protection goals

When ads are passed along from one user to another, it is neces-
sary to do the bookkeeping of virtua) bonus points, Thus, the rele-
vant data consists of the ad o itself and the recommendation chain
[(m,cip), (eig e4,), . .. i€ _zs€2_,)], Customers act both in the
role of a sender (i, ) who gives a recommendation and a receiyer
(ci,) who is next in the recommendation chain,

Each recommendation refers to the same ad by a unique ID angd
catries information about sender and receiver as well as the number

inan XML-style in F igure § representing the recommendation chain
[(m. e1), (ea, ¢s)] shown in Figure 4,

Ads and recommendations are represented as separate elements
encapsulating all the relevant information,

attribute is ta unambiguousiy identify a merchant,

322 Integrity Protection

"Anyway, the encryption of messages is a conceivable featyre.
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Preventing customers from modifying the recommendation chain
[(m, ci,), (i, iy (et,_y,c1,)] is of vital tmportance. With-
Qut precautions, a malicious user ¢, Would be able 1o increase the
actual number of remaining virtual bonus points b(ci,_,,¢i,). He
could also bypass previous users in the chain beforg he passes along
the ad with a fraudulent recammendation chain, e.g, [(m, i )]

A typical way to agsure the integrity of data is that of Testricting
access to it e.g, granting users only the right to append data to g
file. But this is not applicable in our situation since the informa-
tion travelg through the ad_hoc network and does not stay under the
control of a single party,

An appropriate standard technique is that of digital signatyres,
Each user ¢; has at |east one pair of a private and corresponding
public key, say {priv;, pub; ). We will also use the latter one as an
alias in our system (sce Section 5.2.3 below).

For the sakc of simplicity, in this Paper we will explain a solytion

sonalized. Sender and receivey Pass through the following protacol:

(1
@

The sender publishes his iHave [ist.

The receiver matches it against his iWish list and demands
for a certain ad, say a, to get a recommendation, personal-
ized for his alias,

The sender creates a new recommendat ion structure with
areceiverelement containing the receiver’s aljas and then
signs the corresponding file using priv,,. The ad itself and
all recommendations (and all their signatures files) are then
copied to the receiver.

(3)

The idea of personalizing the recommendations and then sign-
ing it is very similar to the well-known concept of usual public
key certificates > It provides some kind of “forward integrity” in
a sense that the recommendation elements cannot be tampered

certificate invalidates the whole chain,

Let us have g look at the task of signature verification of recom-
mendation {c;, , Ciyy ). It it signed by priv, ,so puby, is needed to
verify. But this key can casily be obtained from (€i,_,,€3,) since
pub,, is an alias of ¢, and therefore is stored in the appropriate
Yeceiver clement. We require the merchant have a certificate
for his public key which allows users to identify the author of an
advertiscment (see Section 5.2.4),

523 User Privacy

Customers give away some personal information by putting ad-
vertisement search items onto their iWish lis. To face users® con-
cerns about privacy issues and 1o increase the system’s acceptance,

*In fact, it would be possible to implement our system (ab-Jusing
X.509 certificates (see [8]) since Java supports them. Information
of the ad efement could be stored in extension fields.

o




ﬁ#ﬁe;éition- L e:é' - multiple aliases

- dynamic IP adress

- dynamic MAC adress

Figure 6: Anonymity w.rt. the network staclk.

We want to prevent other parties from constructing detailed yser
profiles. Current bonus point systems, for exainple PAYBACK [13],
aim te construct such profiles to trade with and issue bonus points
in return ®

We can separate three different events, where user privacy must
be protected:

(a) While learning new advertisements via the merchant’s infor-
mation sprinkler,

(b) while exchanging ads with other potential customers angd
(c) while obtainin g (real) bonus points via the mediator,

To protect user privacy during the wireless communication —
case (a) and (b) — we dynamically assi g1 network stack IDs that
would otherwise be static and therefore exploitable for profile con-
struction. Because our network uses one-hop communication and
covers only a limited Physical area, we can casily assign dynamic

different network layers.

On the application layer we use public keys as aliages, These
Public keys are the single content of the sender resp. receiver
elements of the recommnendation element {this is a slight mod-
ification of the content shown in Figure 35),

Each user can change his alias as often he likes to since he can
create the corresponding key pair on hig own. A paranoid variant

exchange.

One drawback using this scheme is that a single user may try
to increase his bonus points by creating several different aliases to
Join the recommendation chain multiple times, To avoid this kind
of behavior, we deliberately allow users to choose the amount of
bonus points they want to keep frecly (see Section 4.3).

We now propose a simple solution how customers can get their
(real) bonus points paid if a recommendation chain has led to a
purchase: 2

* Assume that customer ¢; x—1 af the end of the recommenda-

tion chain [e j];?;c} buys the product e at m’s store. The mey-
chant then passes [ej];.‘;t} and the valyes ble;),0 < j < k,
on to mediator, but no information about .

¢ The mediator serves as a trustworthy party which issues the
bonus points on behalf of the merchants participating in the

%See wuw -bigbrotherawards.de/> 000/ . com/ for a dis-
cussion about the PAYBACK system,
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systcm. These points are temporarily stored together witl; the
respective alias on the mediator’s site,

* When customers request bonus points, they have to convince
the mediator that their ¢laim is legitimate. Since the mediator
knows the public key, it suffices that the customers prove that
they know the corresponding private key. This ean be dong in
a challenge-response protoco! without revealing the private
key (which might still be in usg).

® The customers can Jater on spend their bonus points which
can neither be linked to a certain chain nor a product bya
merchant.

Note that the user can decide completely on his own whether to
uncover his alias or not.”

5.24  Unsolicited 4 dvertisemenis

An obvious question is how to proteet our system against unsop-
licited ads, since we want merchants {o distribute their ads among
interested customers. Our customers have to be protected against
forged or unwanted ads, because at the teast, they will reduce the
battery power of the iClouds device,

Let us recall that unsolicited advertisement is a problem with e-
mail, because the Internet allows reaching a huge amount of users
at virtually no costs and the sender can obscure jts authorship,

To circumvent this, we require the merchants using g key pair
which is certified by a certification authority (CA); for instance,

obtain the authentic public key and to check that an advertisement
hie learned about is in fact from the alleged merchant.

Merchants use certificates that are issued under a certain CA
policy and therefore pravide authenticity and non-repudiation, so-
called qualified certificates ® If a merchant enters unsolicited ads
into the system, he can casily be identified and blocked. In addj-
tion, by default, all ads that cannot be authenticated are discarded
by the device (see Section 6.2 for a discussion aboyt cryptographic
operations on a PDA). This approach provides confidence in the
advertisements and the premised bonus points to be valid. Further-
more, merchants who fake advertisements or deny the later bonus
points redemption take the risk to loose their reputation.

Compared to e-mail, there is only little motivation to spread un-
solicited ads since the communication is restricted to a small phys-
ical range,

Related to the issue of spam is the legal aspect of chaice of com-
munication, By checking a button (see prototype Figure 7), the user
deliberatcly expresses his will to collect and pass advertisements,

6. PROTOTYPE

To gain more practical experiences, we have built a first proto-
type. Since the customer’s PDA needs 1o carry out cryptographic
computations, we alsg give rough runtime cstimates,

6.1 User Interface

A screenshot of 3 customer’s PDA is shown in Figure 7. The
software runs on several Toshiba Pocket PCs e740 (Windows CE)
which are shipped with integrated 302.11b cards, Each network

"Thercisa possibility for users to obfuscate the Internet connection
to the mediator using the technique of mix nerworks [2]. In this
casc, the above protocol is modified such that the mediator encrypts
the bonus points with the owners RSA public key and stores all
these cncrypted tokens in a public directory.

5In the terminclogy of the European Commissjon.

I
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Figure 7: iClouds Pocket PC Prototype,

device runs in 802.11h ad-hoc mode with g statically chosen Ip
address. For development, we use the Javal Micro Edition (I2ZME}).

The screenshot shows the interface of a user who has alrcady col-
lected some advertisements (see the iHave tab). On the iWish tab
You can see what advertisements he is interested in: iy our exam-
ple, ads about DVDs and CDs. The checkboxes “Make it public™
let the user decide whether to take part in the system or not.

As part of the vendor’s implementation, We reuse the customers

RSA combined with the SHA-I hash function. We measured the
time for Bencrating a key pair, signing and verj fying for key lengths
from 384 to 1536 bit. Our testbeds consisted of the following com-
Ponents:

* iPAQ Pocket PC (Windows CE 3.0), ARM 54 1110 Proc,
206 MHz, 64 MB RAM,

e CrEme Java VM,
e Cryptix JCE Provider [3].

The timings in Table | arc averaged over 20 executions of the
Tespective algorithm,

for memory capacity is negligible (about ]-2KR per key pair for the
key sizes in question). Also, kay PAirs can be deleted on the PDA
when changing the identity since they are backed up on the PC,
Only the operation of signing data must be completed in real time
i on 5.2.2 while the sender and receiver

are in communication range. Our experiments shows that this is
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feasible without doubt. Since signature verification

task of all, iClouds devices are able 1o check a recommendation
chain on the fly.

Table 1. Doing 50, customers can casily learn about the origin of
an advertisement and discard unsolicited messages,

7. RELATED WORK

Information sharing among mobile, wircless connected users is
also subject of the 7DS architecture [12], One of the main differ-
ences is that nothing is said about incentives for users ta contribute
their resources, in that case their local cache memories,

The Proem platform [10] supports user collaboration in wireless
networks in a more general form and by information sharing only,
Again, incentives to Join such systems are missing,

Tveit [17] Proposes a network of agents, that support product
and service recommendation for mobile users. Recommendations
are provided by aggregating and filterin g individual user input, His

Join a system and are established in our cvery day life. Examples
are PAYBRACK [13] or webmiles [19]. In contrast to the former
System, a participant of our madel gets bonus points even if he
does not make 3 purchase.

Other examples that wireless tommunication and collaboration
amaong anonymous humans make sense are the Shark system [[5]
1o share knowledge, Usenet-on-the-gly [1] for information dissem;.
nation and a taxi sharing scenario described in [16].
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Read the attached paper carefully and answer the following questions.

1. In this system architecture, how many types of agents are used? Briefly describe
their roles and give an example to illustrate how they work. (15%)

2. Describe how agent communication and agent coordination are implemented in
detail to achieve the overall task. (20%)

3. According to the paper, how the intelligent dormitory recognizes individual users?
How it provides personalized services? And how it detects and adapts to the user’s
changing behaviors? (20%)

4. The ISL system uses fuzzy logic-based controllers to provide lifelong learning.
Describe how this learning method can be replaced by other methods in detail, and
how the lifelong learning can be achieved? (20%)

5. What are the criteria to evaluate a research project like iDorm? (15%)

6. How can this ambient-intelligence environment be improved? (10%)




The Essex intelligent
dormitory, iDorm, uses
embedded agents to
create an ambient-
intelligence
environment. In a
five-and-a-half-day
experiment, a user
occupied the iDorm,
testing its ability to
learn user behavior and
adapt to user needs.
The embedded agent
discreetly controls the
illorm according fo

user preferences.

Hani Hagras, Victor Callaghan, Martin Colley, Graliam Clarke,
Anthony Pounds-Cornish, and Hakan Duman, University of Essex

mbient intelligence is an exciting new information technology paradigm in which

people are empowered through a digital environment that is aware of their presence

and context and is sensitive, adaptive, and responsive to their needs.! Ambient-intelligence

environments are characterized by their ubiquity, transparency, and intelligence. In these

environments, a muliitude of interconnected, invis-
ible embedded systems, seamlessly integrated into
the background, surround the user. The system rec-
ognizes the people that live in it and programs itsclf
ta mect their necds by learning from their bchavior!

To realize the ambient-intelligence vision, people
must be able o searmlessly and unobtrusively use and
configure the computer-based artifacts und systems
in their ubiguitous-computing eavironments without
being cognitively overlnaded.! The user shouldn’t
have to program each device or connect them
together to achieve the required functionality, The
complexity associated with the number, varieties.
and vsecs of computer-based artifacts requires that
we design a system that lets intelligence disappear
inta the infrastructure of active spaces (such as build-
ings, shopping malls, theaters, and homes),” auto-
matically learning 1o carry out everyduy tusks based
on the users” habitual behavior.

Our work focuses on developing learning and
adaptation lechnigues for embedded agents. We seek
to provide online, lifefong. personalized learning of
anticipatory adaptive control to realize the ambicnt-
intelligence vision in ubiquitous-computing envi-
ronments. We developed the Essex intelligent dor-
mitory, or iDorm, as & test bed for this work and an
excmplar of this approach.

intelligent embedded agenis

Embedded imtelligence refers to including some
capacity for reasoning, planning, and leaming in an
artifact. Embedded computers that contain such an

1541-1672/04/420.00 © 2004 IEEE
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intelligent capability are normally relerred to as
embedded agents? and are intrinsic parts of inrelli-
gent artifects. These autonmmous enlities typically
have a network connection, thereby facilitating com-
munication and cooperation with other embedded
agents to form multi-embedded-agent systems.

Embedded agents in the form of mobile robotic
agents can learn and adapt their navigation behav-
iors online.” However, we concentrate on cmbedded
agenls in ubiquitous-computing environments that
will help us rcalize the ambient-intelligence vision.
Each embedded agent is connected 1o sensors and
cffeetors, comprising a ubiquitous-computing covi-
ronment. The agent uses our fuxzy-logie-based
Incremental Synchronows Learning (ISL) sysiem 1o
lgarm und predict the user’s needs, adjusting the agent
coniroller automatically, nonintrusively. and invisi-
bly un the basis ol a wide set of parameters {which
is one requirement for ambient intelligence).! Thus,
we need to modify effectors for environmental vari-
ables (such as heat and light) on the basis of a complex,
multidimensional input vector. An added contrel dif-
ficulty is that peopie are cssentially nondeterministic
and highly individual. Because the embedded agenty
are located on small embedded computers with lim-
ited processor and memory abilities. any learning
and adaptation system must deal with these compu-
tational limitations.

Most awlomation gysteins, which involve minimal
intelligence, use mechanisms that generalize actions
across a population—Tlor example, setting tempera-
ture or loudness o the average ol many peoples” needs.
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However, to achieve the ambient-intelligence
vision, any type of intelligence applied to per-
sonal artifacts and spaces must be particular
to the individual > Furthermore, any agent
serving a person must always and immedi-
ately carry out any requested action—that is,
to achieve the responsive property implied in
the ambient-intelligence vision, people must
always be in control, subject to overriding
safety considerations.' The embedded-agent
learning technique we’ve adopted can partic-
ularize its actions to individuals and immedi-
ately execute user commands. We are testing
our embedded agent in the iDorm.

Intelligent inhabited
environmernts and
intelligent buildings

Intelligent inhabited environments are
spaces such as cars, shopping malls, homes,
and even our bodies that respond “thought-
fully” to our needs. Such environments
would consist of a multitude of possibly dis-
connected active spaces providing ubiqui-
tous access to system resources according to
the user's current situation. Such environ-
ments promise a future where computation
will be freely available everywhere, similar
to the availability of batteries and power
sockets today. These intelligent environments
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will personalize themselves in response to
¢ur presence and behavior.

Inteliigent buildings are precursors to such
environments.? A typical container environ-
ment for ubiquitous computing is an intelli-
gent building, possibly a house or office.
The heterogeneity, dynamism, and context-
awareness in a building make it a good
choice to explore ubiquitous-systems design
challenges. We view intelligent buildings as
computer-based systems, gathering infor-
mation from varicus sensors (and other com-
puters) and using intelligent embedded
agents to determine various devices’ appro-
priate control actions.>»? In controlling such
systems, we are faced with the imprecision
of sensors, the large number of information
sources, the lack of adequate models of many
of the processes, and the nondeterministic
aspects of human behavior, Embedded
agents must be able to continuously learn and
adapt to the needs of individuals in an intel-
ligent building, while always providing a safe
and timely response to any situation.’ (See
the “Related Work™ sidebar for other research
in this area.)

illerm
The iDorm (see Figure 1a) is a test bed for
ubiquitous-computing environments. We are

www.computer.org/intelligent

using the iDorm to test the intelligent-leam-
ing and adaptation mechanisms our embed-
ded agent needs with the hopes of realizing
the ambient-intelligence vision in ubigquitous-
computing environments. As an intelligent
dormitory, the iDorm is a multiuse space—
that is, it contains areas for varied activities
such as sleeping, working, and entertain-
ing—that compares in functien to other liv-
ing or work spaces such as a one-room apart-
ment, hotel room, or office, The iDorm
contains the normal mix of furniture found
in a study or bedroom, letting the user live
comfortably. The furniture (most of which
we fitted with embedded sensors) includes a
bed, work desk, bedside cabinet, wardrobe,
and PC-based work and multimedia enter-
tainment system. The PC contains most
office-type programs to support work as well
as audio and video services for entertainment
(to play music CDs, listen to radio stations
using Dolby 5.1 surround seund, and watch
television and DVDs).

To make the iDorm as responsive as pos-
sible to its occupant’s needs, we fitted it with
an array of embedded sensors (such as tem-
perature, occupancy, humidity, and light-level
sensors) and effectors (such as door actuators,
heaters, and blinds).5 Among these interfaces,
we produced the virtual reality system in Fig-
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Figure 1. (a} The Essex intelligent dormitory iDorm and (b} the iDorm VRML (Virtual Reality Modeling Language) interface.

ure 1b, which marries the Virtual Reality
Modeling Language (VRML) with a Java
interface controlling the iDorm. It provides
the user with a visualization tool showing the
iDorm’s current state and enables direct con-
trol of the various effectors in the room.

Although the iDorm looks like any other
roon, the ceiling and walls hide numerous
networked embedded devices residing on
three different networks: Lonworks, 1-Wire,
and TP. They provide the diverse infra-
structure present in ubiquitous-computing
environments and let us develop network-
independent solutions.® Because we need to
manage access to the devices, gateways
between the different networks are critical
components in such systems, combining
appropriate granularity with security.

Lonworks, Echelon’s proprietary network,
includes a protocol for antomating buildings.
Many commercially available sensors and
actuators exist for this system. The physical
network installed in the iDorm is the Lon-
works TP/FP10 network, and Echelon's
iLON 1000 Web server provides the gateway
ta the TP network. This server lets us read and
alter the states and values of sensors and actu-
ators via a standard Web browser using
HTML forms. Most of the sensors and effec-
tors in the iDorm are connected via a Lon-
works network.

The |-Wire network, developed by Dallas
Semiconductor, was designed to connect sim-
ple devices over short distances. It offers a
range of commercial devices including small
temperature sensors, weather stations, ID but-
tans, and switches. The 1-Wire network is

connected to a Tiny Internet Interface board
{(www.ibutton.com/TINT), which runs an em-
bedded Web server serving the status of the
networked devices using a Java serviet. The
servief collects data from the network devices
and responds to HTTP requests.

The IP network forms a backbone to inter-
connect all the networks and other devices,
such as the multimedia PC. This PC is the
focus for work and entertainment in the
iDorm; it also uses the HTTP protocol to dis-
play its information as a Web page.

The iDorm’s gateway server is a practi-
cal implementation of an HTTP server act-
ing as a gateway to each of the room’s sub-
networks. This shows that by using a
hierarchy of gateways, it would be possible
to create a scalable architecture across
such heterogeneous networks in intelligent
inhabited environments and ubiquitous-
computing environments.® The iDorm gate-
way server allows a standard interface to all
the room’s subnetworks by exchanging
XML-formatted queries with all.the princi-
pal computing components. This overcomes
many of the practical problems of mixing
networks. This gateway server lets the sys-
tem operate over any standard network such
as EIBus or Bluetooth. We could readily
develop it to include plug-and-play, letting
the system automatically discover and con-
figure devices using intelligent mecha-
nisms.* In addition, such a pgateway is
clearly an ideal peint to implement security
and data mining associated with the sub-
network. Figure 2 shows the logical network
infrastructure in the iDorm.

www.computer.org/intelligent

iDorm's embedded
computational artifacts

The iDorm has three types of embedded
computational artifacts connected to the net-
work infrastructure, Some of these devices
contain agents.

The first type is a physically static com-
putational artifact closely associated with the
building. In our case, this artifact contains an
agent and thus is termed the iDorm embed-
ded agens. This agent receives sensor values
through the network, contains the user’s
learned behavior, and computes the appre-
priate control actions using the fuzzy ISL
system. It then sends them to iDorm effec-
tors across the network. The agent shown in
Figure 3a is based on a 68000 Metorola
processor with 4 Mbytes of RAM, has an
Ethernet network conpection, and runs the
VxWorks Real Time Operating System.

The agent accesses 11 environmental para-
meters, some on multifunction appliances:

* Time of day, measured by a clock con-
nected to the [-Wire network

+ Inside room light level, measured by an
indoor light sensor connected to the Lon-
works network

« Cutdoer lighting tevel, measured by an
external weather station connected to the
1-Wire network

¢ Inside room temperature, measured by
sensors connected to the Lonworks and
1-Wire networks

= QOutdoor temperature, measured by an
external weather station connected to the
1-Wire network

IEEE INTELLIGENT SYSTEMS




= Whether the user is running the com-
puter's audio entertainment system,
sensed by custom code that publishes the
activity on the IP network

» Whether the user is lying or sitting on the
bed, measured by pressure pads connected
to the 1-Wire network

* Whether the user is sitting on the desk
chair, measured by a pressure pad con-
nected via a low-power wireless connec-
tion to the 1-Wire network

« Whether the window is opened or closed,
measured by a reed switch connected to
the 1-Wire network

» Whether the user is working, sensed by
custom code that publishes the activity on
the IP network

¢ Whether the user is using video enter-
tainment on the computer (either a TV
program via WinTV or a DVD using the
Winamp program), sensed by custom
code that publishes the activity on the I[P
network

The agent controls nine effectors, which
are attached to the Lonworks networlk:

« A fan heater

« A fan cooler

= A dimtnable spotlight above the door

+ A dimmable spotlight above the wardrobe

» A dimmable spotlight above the computer

* A dimmable spatlight above the bed

= A desk lamp

= A bedside lamp

= Automatic blind status (open or closed, or
at an angle)

Other sensors in the room include a smoke
detector, a humidity sensor, activity sensors,

(a (b)

Static building
embedded agent

Portable mobile-phone
computational artifact

Figure 2. The logical network infrastructure in the iDorm.

and a telephone sensor (to sense whether the
phone is ot or off the hook) as well as a cam-
era o monitor what happens in the iDorm. 1t’s
possible to follow (and control) activities in the
iDorm via a live video link over the Internet.
The second type of embedded computa-
tional artifact is a robotic agent, a physically
mobile service robot containing an agent.
The robotic agent can learn and adapt robot
navigation behaviors online® (which is dif-
ferent from the iDorm embedded agent,
which seeks to realize ambient intelligence).
Figure 3b shows the rebot prototype we use
in the iDorm. The robot is a setvant-gadget
for delivering various objects of interest to

:}

the iDorm user such as food, drink, and med-
icine. It has a rich set of sensors (nine ultra-
sound sensors, two bumpers, and an IR bea-
con receiver) and actuators (wheels). Tt uses
68040 Motorola processors and runs the
VxWorks Real-Time Operating System.
The robot is equipped with essential
behaviors for navigation, such as obstacle
avoidance, goal secking, and edge following.
We combined and coordinated these behayv-
jors with a fuzzy coordination module so that
the robot could reach a desired location and
avoid obstacles. The static embedded agent
that controls the iDorm passes and processes
the robot’s location as an additional input. In

{d)

Figure 3. The iDorm embedded computational artifacts include (a) the static iDorm embedded agent, (b) a mobile service rabot,
(¢} a portable iPAQ (pocket PC) interface, and (d} a portable mobile-phone interface.
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Figure 4. The Incremental Synchronous Learning architecture.

the experimental setup, we use a simplified
system in which the robot can go to two loca-
tions identified by infrared beacons to pick
up objects. After picking up an object, the
robot can deliver it to the user and then go to
its charging station, which another infrared
beacon identifies. The robotic agent sends
information about its location to the iDorm
agent, and it takes destination instructions
from that agent depending on the user’s
learned behavior. For example, the robot
might learn to fetch a newspaper from a spe-
cific location whenever it is delivered in the
morning.

We implemented the communication be-
tween the static embedded agent and the
mobile robotic agent via a wireless link. We
establish communication by initiating a
request from the embedded agent to the
mobile agent server. Once the request has been
sent, the server passes it ta the robotic agent to
carry out the task and informs the iDorm
embedded agent of the robot’s current status.
If the task is in progress or not completely fin-
ished, the server sends a message indicating
that the job is incomplete. Every time the
iDorm embedded agent wants to send out a
new request, it waits until the robot success-
fully completes the previously requested job.

The third type of embedded computational
artifact is a physically portable computa-
tional device. Typically, these are wearable
technologies that can monitor and control the
iDorm wirelessly. The handheld iPAQ in Fig-
ure 3¢ contains a standard Java process that

can access and contreol the iDorm directly.
This forms a type of remote control interface
that would be particularly suitable to elderly
and disabled users. Because the iPAQ sup-
ports Bluetooth wireless networking, it’s pos-
sible to adjust the environment from anywhere
inside and nearby outside the room. It’s also
possible to interact with the iDorm through
mobile phones because the iDorm central
server can also support the Wireless Markup
Language. Figure 3d shows the mobile-phone
wireless application protocol interface, which
is a simple extension of the Web interface.
Such portable devices can contain agents, but
this remaing one of our longer-term goals.
We designed the learning mechanism in the
embedded agent to leam behaviors relating to
different individuals. To achieve this, the
embedded agent must be able to distinguish
between users in the environment, This is
achieved by using an active key button,
designed and built by our research team and
based on Dallas Semiconductor’s 1-Wire pro-
tocol. Each user is given an electronic key
about the size of a penny. This is mounted onto
a key fob and contains a unique identification
number inside its 2-Kbyte memory. The user’s
unique ID number is passed to the iDorm
embedded agent so that it can retrieve and
update previous rules it leamed about that user.

Ferzy, incremental, synchronoss
becuning technigue

In our work, learning is achieved through
interaction with the actual environment. We
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call this online learning because adaptive
behaviors can’t be considered a product of
an agent in isolation from the world but can
only emerge from a strong coupling of the
agent and its environment.’

Figure 4 shows the ISL architecture, which
forms the learning engine in the iDorm
embedded agent. The ISL system aims to
provide lifelong learning and adapts by
adding, modifying, or deleting rules. It is
memory based in that the system can use its
previous experiences (held as rules) to nar-
row down the search space and speed up
learning. The embedded agent is an aug-
mented-behavior-based architecture, which
uses a set of parallel fuzzy logic controllers
{FLCs), each forming a behavior. We use the
FLC approach because it’s useful when the
processes are too complex for analysis by
conventional quantitative techniques or when
the available sources of information are inter-
preted qualitatively, imprecisely, or uncer-
tainty>® (this is the case with embedded
agents operating in intelligent inhabited envi-
ronments and ubiquitous-computing envi-
ronments). For embedded agents, the num-
ber of inputs and outputs are usually large,
and the desired control behaviors are com-
plex. However, by using a hierarchical
assembly of fuzzy controllers, we signifi-
cantly reduce the number of rules required. >’

In general, we divide the behaviors avail-
able to the iDorm embedded agent into fixed
and dynamic sets, where the dynamic behav-
iors are learned from the person’s behavior
and the fixed behaviors are preprogrammed.
We predefined these latter behaviors because
they can't easily be learned—for example, the
temperature at which water pipes freeze. The
fixed behaviors include safety, emergency,
and cconomy behaviors. A safely behavior
ensures that the environmental conditions are
always at a safe level. An emergency behav-
ior {in case of a fire alarm or another emer-
gency) might open the emergency doors and
switch off the main heating and illumination
systems. Economy behaviors ensure that
energy isn’t wasted so that if a room is unoc-
cupied, the heating and illumination will be
switched to a sensible minimum value. All
these behaviors are fixed but adjustable.

Each dynamic FLC (the comfort behavior
in the iDorm case) has one parameter (which
is the rule base for each behavior) that we can
madify. Also, atthe high level, the coerdina-
tion parameters can be learned.>® Each
behavior uses a FLC using a singleton fuzzi-
fier, triangular membership functions, prod-
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uct inference, max-product composition, and
height defuzzification. We chose these tech-
niques because of their computational stm-
plicity and real-time considerations. The
equation that maps the system input to out-
put is

G

Yp Ham.u

G
Hamp

RS

Yoimes v

u Mzﬁ.

where M is the total number of rules, y, is the
point having maximum membership in the
pth rule output fuzzy set, I1eg,;, is the prod-
uct of the membership functions for each
rule’s inputs, and G is the number of inputs.

We use a higher-level coordinator FLC to
combine the preferences of different behav-
iors into a collective preference (giving a
two-level behavior hierarchy). (Previous
work gives additional information about the
fuzzy hierarchical architecture >?)

The ISL works as follows: when new users
enter the room, they are identified by the
active key button, and the ISL enters an ini-
tial monitoring mode where it learns the
users’ preferences during a nonintrusive
cycle. In the experimental setup, we used a
30-minute period, but in reality, this is linked
to how quickly and completely we wanl the
initial rule base. For example, in a care home,
we might want this rule base to be as com-
plete as possible, and in a hotel, we might
want this initialization period to be short to
allow fast learning, The rules and preferences
learned during the monitoring mode form the
basis of the user rules, which are reactivated
whenever the user reenters the room. During
this initialization period, the system moni-
tors the inputs and the user’s action and tries
to infer rules from the user’'s behavior. The
user will usually act when a set of environ-
mental conditions (an input vector) is unsat-
isfactory by altering the output vector (for
example, the user needs to turn a light on or
adjust the heating). Learning is based on neg-
ative reinforcement because users will usu-
ally request a change to the environment
when they are dissatisfied with it.

After the monitoring period, the ISL enters
a control mede in which it uses the rules
learned during the monitoring mode to guide
its control of the room’s effectors. Whenever
the user behavior changes, it might need to
maodify, add, or delete some of the rules in the
rule base. Thus, the ISL goes back ta the non-
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intrugive cycle to infer rule base changes—
that is, to determine the user’s preferences in
relation to the specific components of the
rules that have failed, The user is essentially
unaware of this short cycle; such modifica-
tions and adaptations are distributed through-
out the lifetime of the environment’s use, thus
forming a lifelong-learning phase.

As in the case of classifier systems, to pre-
serve system performance, we let the learn-

- ing mechanism replace a subset of the clas-

sifiers {the rules in this case). The worst m
classifiers are replaced by  new classifiers.?
In our case, we change all the consequents
of the rules whose consequents were unsat-
isfactory to the user. We find these rules by
finding all the rules firing at this situation

whose firing strength is Ila,, > 0. We
replace these rule consequents by the fuzzy
set that has the highest membership of the
output membership function. We make this
replacement to achieve nonintrusive learn-
ing, avoiding direct interaction with the user.
The set of learned-consequent fuzzy rules is
guided by the contextual prompter, which
uses sensory input to guide the learning.
During the nonintrusive monitoring and the
lifelong-learning phases, the agent encounters
many different situations as both the environ-
ment and the user’s behavior change. For
example, the agent will try to discover the
rules needed in each situation guided by the
occupant's behavior in response to different
temperature and lighting levels inside and out-
side the room. The learning system consists
of different learning episodes; in each situa-
tion, the agent will fire only a small number
of rules, The model the agent must learn is
small, as is the search space. The accent on
local models implies the possibility of learn-
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ing by focusing at each step on only a small
part of the search space, thus reducing inter-
action among partial selutions. The interac-
tion among local models, due to the intersec-
tion of neighboring fuzzy sets, means local
learning reflects on global performance.?
Thus, we can have global results from the
combination of local models and smooth tran-
sition between close models. By doing this,
we don’t need ta learn the complete rule base
all at once, only the rules the user needs dur-
ing the different episodes. This marks a sig-
nificant difference in our method of classify-
ing or managing rules compared to other
work: rather than seeking to extract general-
ized rules, we try to define particularized ones.

The system has an Experience Bank that
stores all the previous occupiers’ rule bases.
After the initial monitoring phase, the sys-
tem tries ta match the user-derived rules to
similar rules stored in the Experience Bank
that were learned from other occupiers. The
system chooses the rule base that's most $im-
ilar to the user-monitored actions. By doing
this, the system is trying to predict the rules
that weren’t fired in the initialization session,
thus minimizing the learning time as the
search starts from the closest rule base rather
than starting at random. This action should
be satisfactory for the user as the system
starts from a similar rule base and then fine-
tunes the rules.

Subsequently, the agent operates with rules
learned during the menitoring session plus
rules that deal with situations uncevered dur-
ing the monitoring process, which are ported

from the most similar user’s rule base. All the .

rules that are constructed and added to the
system are symbolized by the Rule Con-
structor block in Figure 4. The system then
operates in the control mode with this rule
base until the occupant’s behavior indicates
that his or her needs have altered; this change
is flagged by the Solution Evaluator (that is,
the agent is event-driven), The system can
then add, modify, or delete rules to satisfy the
accupant hy briefly reentering the monitor-
ing mode. In this case again, the system finds
the rules fired and changes their consequent
to the user’s action. In this way, the system
implements a lifelong-learning strategy.
Because we're dealing with embedded
agents with limited computational and mem-
ory capabilities, it's difficult to deal with a
large number of rules in the rule base. For
example, for the iDorm comfort behaviors in
our current implementation, a complete rule
base contains 62,208 rules. This would lead
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Figure 5. The user is (a) using the iDorm’s active lock and (b} sleeping in bed. (¢} The

agent communication path.

to large memory and processor requirements
that are unrealistic in embedded agents. So,
we limited the number of stored rules to 450
(in our case, the maximum number the agent
can store on the onboard memory without

exceeding the memory limit or degrading
real-time performance). Each rule will have
a measure of importance according to how
frequently it's used. In calculating this degree
of importance, we also include a most-

Figure 6. The rules learned plotted against experiment time.
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recent-use measure. When the system
reaches the memory limit, the Rule Assassin
retains Tules according to the priority of high-
est frequency of use, followed by most
recently used. If two rules share the same
degree of relative rule frequency recall, the
system breaks the tie by eliminating the least
recently used rule. This action lets the
onboard memory store only the most effi-
cient and frequently used rules and reduces
degradation of the embedded agent's real-
time performance, However, we can store the
rules chosen for replacement with the other
rules representing the user behavior in an
external hard disk, sc that the agent can recall
them when needed.

Enperimental resulls

In our experiment, a user occupied the
iDorm for five and a half days (132 hours).
The system identified the user by his active
key button, which operated the active lock
(see Figure 5a). In our experiment, the user
(shown sleeping in Figure 5b) occupied the
iDorm for five and a half days (132 hours).
He used the wireless iPAQ to monitor and
control the iDorm environment whenever he
was dissatisfied with the environment’s cur-
rent state. We recorded a history of the user
decisions in a journal. One of our axioms is
that “the user is king,” by which we mean
that an agent always executes the user’s
instruction immediately, to achieve the re-
sponsive property implied in the ambient-
intelligence vision, unless safety is compro-
mised. Figure 5c shows this; whenever
changes to controls occurred, the iDorm
embedded agent received the request, gen-
erated a new rule or adjusted a previously
learned rule, and allowed the action. We
wrote a small parsing tool to convert the text
file containing the fuzzy-rule sets into a
human-readable format,

At the end of the experiment, we exam-
ined the rules in two ways. First, we com-
pared the human-readable rules with the
user’s journal entries to ensure that the agent
had successfully learned the behaviors the
user was intending. Second, we compared
the number of rules Jearnad over time. We
measured the embedded agent’s success by
monitoring how well it matched the envi-
ronment to the user’s demands. If it did this
well, the user intervened less, which resulted
in less rule generation over time. If it did this
poorly, the user intervened more, which
resulted in more rule generation over tinie.
A logging program took a reading of the
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number of rules learned by the ISL every five
minutes for the experiment’s duration; it
stored each count along with a time stamp.

Figure 6 summarizes the experiment’s
results. Several sections of the graph are
worth noting. In the first 24 hours, starting
with an initial rule base of zero, the system
learned many rules in a comparatively short
period of time. In fact, in the experiment’s
first nine hours, the agent learned 128
rules—nearly half the total number of rules
learned by the end of the experiment. These
results are consistent with the agent learn-
ing and making incorrect decisions for the
user in the initial stage. However, at the end
of the first 24 hours, the agent’s learning rate
(rules/time) dropped drastically. The agent’s
reactions reguired less correction by the user
because it made useful decisions about the
environment based on the user’s require-
ments. This trend of fewer rules learned over
time is consistent across the whole experi-
ment. Hence, the level of comfort the user
experienced (in relation to the environment
state) was high enough for him not to make
an environmental change and consequentdy
alter the learning rate.

The second section of the graph (from 60
to 72 hours) shows a sharp increase in the
agent’s learning rate. This is explained by the
user introducing novel activity into his reper-
toire of behaviors. It shows that our system,
which operates in a lifelong learning mode,
adapts to user needs.

The third section (from 72 to 132 hours)
shows that in the experiment’s last two days, the
agent didn’t generate any new rules. The user
didn't intervene with the system because he was
generally satisfied with the agent’s actions.

The agent learned the 280 rules needed to
capture this user’s behavior over the 132-hour
experiment, which demonstrates that our sys-
tem can learn effectively using the ISL, and it
doesn’t need to learn the complete rule base
(potentially 62,208 rules in the case of the
iDorm). Also, over the experimental period,
the agent made a significant reduction in the
user’s need to intervene. Figure 6 shows that
the agent had to learn fewer new rules about
the user as the experiment progressed.
Because this was one of our criteria for mea-
suring the agent’s success, the evidence of the
continual reduction in the leaming rate leads
us to conclude that the agent managed to pick
oul the user’s pertinent behavior over time.

In our previous work, we experimented with
different room users.* We found that the role of
the Experience Bank was important in reduc-
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ing the time the ISL takes to learn the user’s
behavior and achieve user satisfaction, This is
because it starts learning the user’s behavior
from the best-matching behavior previously
recorded rather than starting from scratch,
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r results suggest that over the experi-
mental peried, the embedded agent sig-
nificantly reduced the user’s need to intervene.
This not only reduces the complexity of use but
can bring significant cost and effort savings
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over the evolving lifetime of products by avoid-
Ing expensive programming (and reprogram-
ming). In addition, it empowers ordinary users
by letting them use collections of computer-
based artifacts to design novel systems to suit
their personal tastes without needing to under-
stand the technical complexities or program the
systems, The leamning curve’s shape in Figure
6 suggests that the agent moved increasingly
closer to the user’s environmental preference
even though this preference was never static.

Our experiment also suggests that the agent
requires surprisingly few rules to auto-
nomously create a comfortable environment,
with diminishing need for user correction.
This is important new information: prior to
this work, it was unknown whether a tractable
rule set would emerge and whether embed-
ded architectures with only megabytes of
memory would be able to host agents for such
ubiquitous-computing environments.

Our future experimental program includes
plans for multinser and multiroom habitation
experiments. We also plan wider deployment
of embedded agents (such as personal agents
inside wearable technology) and experiments

on differing agent granularities. We are build-
ing a multiroom version of the iDorm, called
iDorm-2, as a preliminary step toward con-
structing a fully functional apartment (iFlat),
which will house visiting researchers and act
as a unigue ubiquitous-computing test bed.
We are currently designing the iFlat for such
experimentation from the ground up. &
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Abstract

With transaction-driven personalization engines online merchanis can use knowledge gained
Jrom an individual customer’s past transactions to match web content to the customer’s
individual interests and preferences. Prior research in this area has focused on how fo
maximize knowledge mined from transaction logs to generate vecommendations which are
highly similar to the individual's past preferences. However, it remains an empirical question
as lo whether a recommendation closely matched with previous transactions is most likely to
influence choice behavior? In this study, we postulate that a recommendation closely
matched with previous transactions may not be the most efficient in biasing an individual. In
the consideration and choice process, an individual’s personality traits play a pivotal role in
moderating the effect of personalized content. Drawing on prior work in marketing, we
examine two key personality traits, need for cognition and variety seeking, and explore their
effects on choice behavior in the context of transaction-driven personalization. Research
hypotheses ave tested using 2,294 pre-selected subjects in an online field experiment based
on a ring tone download website. Our findings establish that personality traits of an
individual moderate content consideration and choice. Theoretical and practical implications
of the findings ave discussed.

Keywords: Web personalization, personality traits, need for cognition, variety secking, user
behavior

Introduction

As competition intensifies, online retailers have to continuously provide better offerings and

unique web experiences to their customers. To remain competitive, online retailers have

sought differentiating strategies to attract and retain users (Bakos 1991). One such strategy

has been to incorporate a personalization agent to model and adapt to web visitors” objectives .
and facilitate their navigation/buying process (Albert 2004). Different types of
personalization agents are available. For instance, transaction-driven personalization systems :
customize web layout and content depending on users’ preferences as inferred from

transaction logs (Reiter and Rubin 1999). In contrast, real time personalization systems adapt

the webpages presented based on observations of user click streams in a given session in an

attempt to be sensitive to context of interaction (Mulvenna et al. 2000). Alternatively, the
personalization systems studied in prior research can be distinguished based on whether they

seek to personalize the content (e.g., a set of product offerings) or peripheral cues (e.g, the |
manner in which the webpage is presented). Figure | provides a taxonomy of personalization
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systems and prior research based on data collection method (clickstream or transaction log)
and the nature of the personalization (content or peripheral). In this study we focus on
transaction-driven personalization of content (i.e., the upper left quadrant of Figure 1). While
prior studies have been conducted in this area, the issue of the effect of personality traits is
underinvestigated, despite the importance of personality in purchasing behavior evidenced in

the marketing literature (e.g. Chintagunta 1999; Homburg and Giering 2001; van Trijp et al.
1996).

Customization of web content based Customization of web |ayout based on
0 @ on the analysis of user's transactions the analysts of user's fransactions  and
E §|and search queries in the previous search quenes in the previous logon
_g" g 3| togon sessions . sessions.
.8 e "
‘S S F|Fanetal.{2000); Billsus et al . (2002 );
S 2 Srmythand Cofter (2000 ); Maon (2002)
% ﬁ Vingja etal . (2000)
By
O3 Custormization of web content based Gustomization of weh layou based on
5 g E on the observation of user's click the observation of user's click streams
By o streams and search queries in the and search queries in the cumrent
Q 3 g current logon session . logen session .
o i Examples : Examples :
Tl Bums and Stollak (1998 ) Andre and Rist (2002 )
Fazlollahi et al . (1996 )

Content Peripheral

Nature of Personalization
Figure 1: An Overview of Personalization Systems

Providing an effective personalization service is non-trivial. Although there are many
software tools aimed at assisting in personalization (e.g. customer relationship management,
data mining, collaborative filtering, and click stream analysis software), Jupiter Research
(2003) reported that only 14% of users believe that personalized recommendations on
shopping websites lead them to purchase more frequently. In an effort to achieve greater
success in personalization, prior research has focused on investigating how to maximize the
knowledge from transaction logs to generate a recommendation highly matched with
previous transactions. However, it remains an empirical question as to whether a

recommendation closely matched with previous transactions is most likely to influence choice
behavior.

Prior research evidences that personality traits significantly influence choice behavior,
(Benbasat and Dexter 1982; Hunt et al. 1989; Nutt 1993; Lu et al. 2001). Recent research in
the marketing literature shows that the effect of personalization on consumer behavior may
be influenced by personality traits (Andre and Rist 2002; Moon 2002). The context of this
prior research was personalization of peripheral cues (e.g. presentation styles and animation),
rather than personalization of content (offers and recommendations), and consequently
provide insufficient guidance to online retailers seeking to battle fierce price competition
through the personalization of offers and recommendations. Nonetheless the prior work
suggests that personality traits may prove to be an important moderator of the effect of
personalized content (offers and recommendations) on choice behavior. Recommendations
that consider both previous transactions and personality traits may thus be the most likely to
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influence choice behavior. Consequently, this study is aimed at examining personality and
personalization of content rather than peripheral cues. In particular, we consider the effects of
two of the most widely studied personality traits examined in the prior literature: need for
cognition and variety seeking. More generally, this study seeks to address the question: what
is the effect of personality traits on choice behavior in response to personalized offers
generated from a transaction-driven agent?

From a theoretical perspective, the results of this study contribute to the development of a
more comprehensive theory of the effects of personalization on consumer choice behavior.
From a practical perspective, it offers the potential to improve the success online retailers
achieve with personalization agents, providing redress against the disappointing performance
reported by Jupiter Research. Pragmatically, we will also provide preliminary evidence
demonstrating how relevant personality traits can be derived automatically from observation
of behavior, without the necessity of directly questioning the user.

The structure of the paper is as follows. Section 2 presents the theoretical background and the
hypotheses. This is followed by an online study in Sections 3 and 4. Section 5 discusses the
findings and Section 6 concludes the paper.

Theoretical Development and Hypotheses

Choice Behavior: Consideration Set Theory

We employ Consideration Set Theory (Howard 1989; Howard and Sheth 1969) to structure
our examination of the effects of personalization and personality traits on choice behavior
{see Finn and Louviere 1990; Gensch 1987; Roberts and Lattin 1997 for more recent
analyses). Consideration Set Theory views the choice process as being based on four
hierarchical sets: the universal set, the awareness set, the consideration set, and the final
choice outcome (see Figure 2).

Aware ofsome brands Screen akernatives

Consider carefully

or prod ucts from priot and narrow down the and come up with
Alternatives knowledge awarenessset s the finalcholce Chpice
of Products f Qutcome
Universal Set Awareness Set Consideration Set Final Choice

Figure 2: Decision Making Stage

The universal set refers to all possible alternatives that could be purchased by users. With
limited cognitive resources, users cannot process all alternatives in the universal set. They
can only be aware of a few products. A subset of the items forms their awareness set.
Variables, such as expertise and processing capacity, influence the content of the awareness
set. After gathering much information, users identify and select a set of acceptable
alternatives from what is available. Their consideration set is then formed (Punj and Brookes
2001). This set consists of alternatives that users would consider carefully, and limit their
purchases to these alternatives (Roberts and Lattin 1997). The average size of a consideration
set may vary (Roberts 1989) reflecting the search costs involved in identifying and selecting
the alternatives for inclusion in the consideration set. After eliminating alternatives from theit
consideration set, users arrive at their choice outcome subsequently. That is, they evaluate
each alternative in the consideration set carefully to select the best alternative(s).
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In this study we focus our attention on choice behavior which we define as active evaluation
of the alternatives in the consideration sclection of a final choice. In the context of the typical
transaction-driven personalization system, transaction log data is analyzed to make
recommendations to users in an attempt to ensure their consideration set includes items that
are likely to be chosen for purchase. Our interest then is on how personality traits influence
the active evaluation of alternatives recommended into the consideration set and ultimately
the final choice made. Consequently our primary dependent variables of interest are content
consideration (whether or not a user actively considers a recommended alternative), and the
choice outcome (whether or not a user chooses a recommended alternative).

Personalization: Preference Matching

In characterizing transaction-driven personalization systems that seek to manipulate content
(recommendation or offers) the goal is to maximize “preference matching”. In this context,
preference matching refers to the similarity of personalized content with previous
transactions. It is the extent to which recommendations are consistent with previous
transactions by an individual or by other “like-minded” people (e.g., those who exhibit
substantially similar transaction histories). Prior research has shown that consumers give
greater consideration, and ultimately are more likely to choose highly preference-matched
personalized content (although the Jupiter Research finding suggests the practical value of
this is less significant than desired). Thus as a confirmation of prior work we hypothesize:

Hypothesis Hla: Preference matching will positively influence consideration set size
(the number of alternatives actively considered).

Hypothesis Hib: Preference matching will positively influence final choice outcomes.

Our concern here is not simply with differential effects of high versus low preference
matching in personalization — an issue which has been subject to substantial prior research.
Rather our concern is with how the effect of preference matching is moderated by the
personality traits of need for cognition and variety seeking.

Personality Traits and Personalization

We consider two of the most widely studied personality traits in choice behavior: need for
cognition and variety seeking. Need for cognition (NFC) is defined as an individual’s
“tendency to engage in and enjoy thinking” (Cacioppo and Petty 1982, p. 119). Even
intuitively it seems obvious that NFC may influence choice behavior as it reflects an
individual’s propensity to engage in effortful comparison of alternatives within a
consideration set, and thus ultimately choice. Likewise variety seeking, defined as a
consumer motivation to look for or accept novelty (McAlister and Pessemier 1982)
intuitively influences choice behavior as it reflects an individual’s desire to look for different
items in consideration set, and the propensity to choose something different from what has
previously been chosen. We now discuss in detail the effects of each of these personality
traits on the Preference Matching-Choice Behavior relationship.

2.3.1 Need for Cognition and Personalization

In general, individuals with high NFC are intrinsically motivated to engage in cognitive
endeavors (Cacioppo and Petty 1982; Haugtvedt et al. 1992; Larsen et al. 2004). They search
for more information when making decisions (Verplanken 1993); and engage in more

effortful processing of persuasive messages (Haugtvedt et al. 1992; Roehm and Sternthal
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2001). Compared with individuals with low NFC, they are more open-minded (Cacioppo and
Petty 1982), and enjoy more effortful cognitive tasks and develop more complex causal
explanations for the behavior of others (Fletcher et al. 1986). Also, they hold attitudes that are
more persistent over time and resistant to persuasion attempts (Haugtvedt et al. 1992).
Assuming the arguments in a message are valid, high-NFC individuals tend to make greater
and longer-lasting attitude changes (Haugtvedt et al. 1992). Thus, we anticipate that high-
NFC individuals will actively consider a larger number of alternatives than low-NFC
individuals (i.e. they will have a large consideration set). More formally, we hypothesize:

Hypothesis H2a: High NFC individuals will have a larger consideration set size (i.e.
actively consider more alternatives) than low NFC individuals.®

Since prior work suggests that NFC individuals are more discerning and careful (Haugtvedt
et al. 1992; Petty and Cacioppo 1986). This suggests they will be more sensitive to the level
of preference matching of personalized content in their choice behavior than low-NFC
individuals, Consequently we hypothesize:

Hypothesis H2b: Preference matching will have a greater effect on consideration set size
(i.e. the number of alternatives actively considered) for high-NFC
individuals as opposed to low-NFC individuals.

The final choice of an individual is heavily influenced by the merits of the alternatives in the
consideration set. As high-NFC users are likely to more sensitive to the level of preference
matching of the personalized content, we expect the choices of high-NFC users to be more
polarized between highly-matched and lowly-matched content than those of low-NFC users.
Thus, we postulate:

Hypothesis H2c: Preference matching will have a greater effect on choice outcome for
high NFC individuals as opposed to low NFC individuals.

Variety Seeking and Personalization

Variety seeking is a consumer motive to accept novelty (for a review, see McAlister and
Pessemier 1982). It has acted as a determinant in many marketing models with the outcome
variables, including impulse purchase (van Trijp et al. 1996), purchasing timing (Chintagunta
1999), brand loyalty (Homburg and Giering 2001), brand switching (Chintagunta 1999) and
customer satisfaction (Homburg and Giering 2001).

According to the theory of Optimal Stimulation Level (Berlyne 1960; Zuckerman 1979),
every individual prefers an ideal level of stimulation, and the level is determined by novelty,
change, surprise, ambiguity, uncertainty, complexity, and incongruity that are associated with
a stimulus. When a stimulus provides stimulation below the optimal level, the individual feels
bored and desire an increased stimulation. This leads to greater exploration. Personalized

% We choose to categorize individuals as high and low NFC rather than examining NFC as a
continuous variable, as matter of pragmatics. In practice, it is likely to be substantially easier
for online retailers to profile an individual as low or high NFC based on observed behavior
(i.e., without directly measuring NFC through a questionnaire) than it is to develop such an
automated continuous measure.

189




I

11th Pacific-Asia Conference on Information Systems

content that deviates from past transactions (i.e. lowly-matched content} thus provide a
greater degree of stimulation. Variety seckers have a greater desire for this stimulation and
thus are likely to exhibit a greater propensity to explore the lowly matched, different,
personalized content. On the contrary, variety non-seekers prefer content similar to their past
preferences — they desire highly matched content.” Thus we hypothesize:

Hypothesis H3a: Variety scekers will consider much lowly-matched personalized
content than highly-matched personalized content, whereas variety
non-seckers will consider much highly-matched personalized content
than lowly-matched content. (The interaction of variety seeking and
preference matching will have negative effect on consideration set
size).

Variety seekers prefer stimulation and excitement. Thus, they desire to switch to something
different to raise stimulation and excitement. Therefore, we anticipate that they are more
likely to make a choice in the context of lowly-matched content, than variety non-seekers
who prefer the familiarity of highly-matched content.

Hypothesis H3b: Variety seekers are more likely to choose lowly-matched personalized
content than variety non-seekers who prefer highly-matched

personalized content as their final choice.

Figure 3 summarizes the research model.
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Figure 3: Research Model

——» Causal Relationship

7 Note variety seeking is only relevant to choice behavior in the context of the preference
matching of the consideration set, consequently we do not hypothesize any main effect for
variety seeking.
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Research Method

An onling field experiment was conducted to test the hypothesized relationships. The
experimental design comprised three independent variables and two dependent variables. The
independent variables were preference matching which was manipulated using a transaction-
driven personalization agent, need for cognition and variety seeking. The dependent variables
were consideration set size (the number of alternative actively considered from personalized
content) and the final choice outcome. The context for our experiment was shopping for rin g
tones for mobile phones. Since ring tones were hedonic products, users would be subject to
situational and contextual factors which lend themselves to manipulation by a personalization
agent,

Participants

We cooperated with a major mobile data services content provider, which offered ring tones,
games and other content to mobile users in Hong Kong to conduct the studics. Emails were
sent to 40,000 registered users of the content provider to recruit subjects. Subjects were
randomly streamed into the two treatments (high vs. low preference matching). Demographic
checks were carried out to assess the effectiveness of the random assignment of subjects to
treatment conditions. We received 3,267 responses in total. Among them, 2,294 (=70.22%)
completed the entire experiment. As a token of appreciation, these subjects were given a free
ring tone for their mobile handsets and a chance to join a lucky draw for a special gift. To
provide further incentive for subjects to provide accurate responses to questionnaires on
personality traits, subjects who successfully completed the experiment received a free
individualized personality report. The study lasted for six weeks from mid-November 2003 to
early January 2004,

Experimental Procedures

The study was divided into three parts. First, the subjects were asked to fill in a questionnaite
about their demographic information and complete a personality test. Second, we asked
subjects to indicate their preferences for rhythms and musicians. They chose and ranked their
three favorite musicians from a list of 18. Information from the Hong Kong Music Billboard
allowed us to determine which songs were popular from the musicians’ latest albums.
Finally, all participants entered a webpage with 12 ring tone alternatives. The subjects could
choose to download only one ring tone free of charge. After they confirmed to download a
ring tone, the selected ring tone was sent to the participant’s mobile handset via a short
message service. A pretest with 56 subjects was conducted to validate the instruments
employed and to test the ring tone download system performance. Subjects were able to
complete the whole process in 25 minutes. All subjects confirmed that the selection task was
smooth.

Manipulation of Preference Matching

To determine the list of ring tones for the experiment, we studied the transaction log provided
by the mobile service provider to obtain a list of musicians, This log contained the actual ring
tone purchases of 7,858 distinct users. There were 66,795 transactions dated from August
2002 to November 2003. These users downloaded ring tones from 175 distinct musicians. We
chose the top 18, who accounted for 32,869 (49.21%) out of 66,795 download transactions.
These transactions were conducted by 6,474 (82.39%) distinct users. We then formed a pool
of 72 ring tones from 18 musicians (4 ring tones per musician). Most musicians had two ring
tones with fast thythms, and the other two with slow rhythms. The ring tones in the same
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rhythm category were assigned a recommendation priority based on the information obtained
from the Hong Kong Music Billboard.

There were two levels of manipulation of preference matching: highly-matched and lowly-
matched. Under the highly-matched condition, the list of recommended ring tones matched
with the subject’s previous transactions. If the subjects downloaded ring tones from many
different musicians, or from the musicians who were not included on the 18-musician list,
then we could not determine the best recommendations. In this case, we relied on their
responses in the questionnaire (i.e. Step 2 in the experiment) to generate highly-matched
recommendations. Under the lowly-matched condition, the list of ring tones was randomly
extracted from the ring tone pool. All subjects received a list of 12 ring tones from which to
choose.

User Interface Design

All 12 ring tones were presented to a subject on a single page. Under a 1024 x 768 resolution,
no page scrolling was needed for viewing the ring tones. Ring tones were presented on the
right of the page under Personalized Recommendations, whereas ring tones on the left were
Other Offers. There was no other link on the page. The title of the song associated with each
ring tone was used as a label and the musician of the song was also indicated. All titles and
musicians were labeled in Chinese. For each ring tone, there were two buttons. One labeled
as “Trial Listen” and the other as “Download”. When a subject pressed on the “Trial Listen”
button, an audio file of the selected ring tone was streamed to the subject’s client machine.
There was no restriction on the number of trial listenings. All mouse clicks of a subject were
logged. When a subject pressed the “Download” button of a ring tone, the selected ring tone
was sent to the subject’s mobile phone.

Measurements

(a) Dependent Variables

Consideration set size was measured by the number of personalized ring tones sampled by the
subjects during the field experiment. At the end of field study, all subjects had to choose a
ring tone either from the personalized list or from the other list. We recorded their final
choice (1=download from personalized list, 0=otherwise).

(b) Need for Cognition

Need for cognition was measured using an instrument taken from Cacioppo et al. (1984).
Participants indicated the extent to which each statement was the characteristic of themselves
on a 7-point scale anchored by 1 (strongly disagree) and 7 (strongly agree). This scale has
been widely used in recent research (e.g. Tormala and Petty 2004; Wheeler et al. 2005). The
questions are shown in Appendix I.

{c) Variety Seeking

Variety seeking was measured using an instrument taken from Baumgartner and Steenkamp
(1996). This scale has been widely used in past research {¢.g. Homburg and Giering 2001;
Zhang and Krishnamurthi 2004). All questions were anchored on a 7-point scale, ranging
from strongly disagree (1) to strongly agree (7). The questions are shown in Appendix I.-
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Data Analysis

Validity and Reliability

To assess convergent and discriminant validity, we factor-analyzed the items for the two
personality trait instruments. Table 1 shows the results from factor analysis and reveals the
item loadings were consistent with two factors and two distinct theoretical constructs. The
Cronbach alpha values for need for cognition and variety seeking were 0.88 and 0.76
respectively. Consequently we concluded the instruments were statistically valid and reliable.

Table 1: Factor Analysis

Compl | Comp2
VS1 056 796
V§2 028 814
V83 -.046 .841
NFC1 .828 .027
NFC2 .881 .018
NFC3 735 .075
NFC4 812 -.038
NFC5 .836 -.019

Hypotheses Testing
Table 2 and Table 3 summarize the descriptive statistics for the dependent variables.

Table 2: Descriptive Statistics on the Number of Trial Listens of Personalized Recommendations

High NFC Low NFC
N Mean S.D. N Mean S.D.
Low Preference Matching 533 2.54 2.34 568 1.70 1.70
High Preference Maiching 615 3.47 2.74 578 1.92 1.86
Total 1148 3.03 2.60 1146 1.81 1.78
Variety Non-Seeker Variety Seeker
N Mean S.D. N Mean S.D.
Low Preference Matching_ 560 2.16 2.04 541 2.05 2.11
High Preference Matching 588 2.80 2.59 605 2.66 2.37
Total 1148 2.48 2.35 1146 2.37 2.27
Table 3. Descriptive Statistics on the Number of Downloads of Personalized Recommendations
Need for Cognition (NFC) Variety Seeking (VS)
High Low High Low
N Mean N Mean N Mean N Mean
Low Preference
Matching 533 40.33% | 568 47.59% | 541 4991% | 560 38.57%
High Preference ‘
Matchi_ng 615 69.18% | 578 68.26% | 605 68.78% | 588 68.70%
Total 1148 55.79% | 1146 58.02% [ 1146 59.87% | 1148 54.00%

We performed a median split (median=4.08, range=-0.15 to 9.07) to classify the 2,294
participants into high-NFC individuals or low-NFC individuals. Similarly, we performed

another median split (median=4.62, range=-1.31 to 10.93) to classify the participants into
variety seekers or variety non-seekers.
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(a) Consideration Set Size

We conducted a three-way ANOVA with variety seeking, NFC and preference matching as
the explanatory variables for consideration set size. The results confirmed prior research,
supporting Hla (F(2288, 5)=39.28, p<0.01). A significant main effect was also evidenced for
NFC supporting H2a (F(2288, 5)=169.44, p<0.01). A significant interaction effect between
NFC and preference matching, was evidenced supporting H2b (F(2288,5)=15.33, p<0.01).
Individuals with high NFC sampled more ring tones (mean=3.03) than individuals with low
NFC (mean=1.81) (see Table 2a). As the similarity of personalized recommendations with
previous transactions degraded, high-NFC individuals sampled fewer ring tones from a poor
list (mean samplings dropping from 3.47 to 2.54). However, the number of samples by low-
NFC individuals remained approximately constant (dropping from 1.92 to 1.70). Preference
matching clearly exerts a larger influence on high-NFC individuals.

We found that the interaction effect between variety seeking and preference matching was
not significant, evidence no support for H3a (F(2288,5)=0.49, p>0.1) (see Table 2a for
details of the mean number of ring tones sampled).

(b) Choice Outcome

Choice outcome was coded as a binary variable (1=download from personalized list;
O=otherwise). A logistic regression was conducted to test the effects from variety seeking,
NFC and preference matching on choice outcome. The results confirm the prior research
evidencing a positive effect of preference matching, supporting H1b (%2(1)=53.24, p<0.01).
A significant interaction effect was found between NFC and preference matching, supporting
H2c (%2(1)=3.88, p<0.05). As shown in Table 2b, high-NFC individuals chose more highly-
matched personalized offers (69%) and fewer lowly-matched personalized offers (40%).
However, low-NFC individuals were less sensitive to preference matching. They took 68% of
highly-matched offers and 48% of lowly-matched offers.

Similarly, there was a significant interaction effect between variety secking and preference
matching, supporting H3b (x2(1)=7.07, p<0.01). With lower preference matching, variety
seckers were still willing to chose a ring tone from the personalized list (mean=50%),
whereas variety non-seekers tended to reject those recommendations (mean=39%).

Discussion and Implications

Our work enhances the understanding of the interaction effects between preference matching
and an individual’s personality traits, need for cognition (NFC) and variety seeking, on
content consideration and decision outcome. Our findings reveal that, in general, individuals
take more highly-matched content than lowly-matched content. However, individuals with
low NFC or variety seekers will also consider and choose lowly-matched content. Personal
traits appear to play a pivotal role in influencing choice behavior in interaction with
preference maiching. Generating recommendations closely matched with previous

% Prior to conducting the experiment, we estimated that assuming a medium effect size, a
sample size of around 500 could achieve a power of the statistical tests higher than the
recommended value of 0.8 (Cohen, 1988). Our sample size was 2,294. Thus, there was no

evidence that non-significant result in H2a was due to a small sample size.
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transactions may not be the best approach. This study contributes to the existing literature in
several ways.

First, individuals who have little motivation to exert cognitive effort to evaluate the merits of
alternatives tend to rely on recommendations suggested by the personalization agent. These
fow-NFC individuals sampled fewer personalized ring tones, but also chose more
personalized recommendations. They are less able to distinguish highly-matched from lowly-
matched recommendations. If the cost of generating a personalized recommendation is high,
a firm can consider providing fewer personalized options of average preference matching to
low-NFC individuals.

Second, since high-NFC individuals are willing to process more information, more
personalized content should be sent to these individuals. Otherwise, they might seek
information from other sources and lose interest in the personalized list. Also, since they are
more able to distinguish highly-matched recommendations from lowly-matched
recommendations, unless the firm is confident that a recommended item matches the interests
of a high NFC user, it should not offer the item to the person. That is, by knowing users’
NFC, a firm can manipulate the merits of arguments for different users to maximize the
pervasiveness of the content.

Third, since varicty seekers have a stronger desire to look for stimulation, they are willing to
explore personalized recommendations which deviate from their past revealed preferences.
However, varicty non-seckers prefer the familiarity of content closely-matched with their
previous transactions. In addition to understanding the transaction history of individuals, it
becomes equally important for online merchants to understand their traits. For variety non-
seekers, providing recommendations matching their past preference is the most direct and
simple way to influence their decisions. For variety seekers, it may be more effective have
the personalization agent provide a list of offers which may not be closely aligned with a
user’s past preferences. With a higher level of novelty and surprise, variety seckers are
willing to take alternatives from this list,

Fourth, the effects of different personality traits at different stages of information processing
are different. According to our findings, the effect from variety secking is not significant at
the consideration stage, but is significant at the choice stage. This sheds light on the
effectiveness of web personalization and highlights the pivotal role it plays in different
information processing stages (i.e. consideration and choice) of a user.

Last, as suggested by Benbasat and Zmud (1999, p.5), the implications of empirical IS
research should be “implementable”. Thus, a major challenge for web service providers is to
understand or derive the personality scores of their customers and prospects from observable
web behavior. Unless they are known, strategies that leverage on this finding cannot be
realized. The challenge becomes identifying observable web behavior that correlates with
NFC and variety seeking scores. To probe further into the topic, we have derived click traits
from the web server log and correlated this information with the participants’ NFC and
varicty seeking scores. For example, correlations between NFC and the amount of repetitive
listenings on the same ring tone and between NFC and browsing session time are 0.34 and
0.29, respectively. Correlation between variety secking and the number of distinct sampled
ring tones is 0.41. These findings, though preliminary, provide evidence that observable web
behavior may form the basis of a scoring index for personality traits and it can serve as an
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input for personalization systems. Consequently we believe our results can be incorporated
into real world systems, beyond our experimental context.

Conclusion and Limitations

We studied the effects of transaction-driven personalization agents on individuals with
different personality traits in terms of the user’s content consideration and choice outcome.
Generally, high-NFC individuals are more willing to explore personalized content, resulting
in a great deal of information exploratory activities. And variety seekers are willing to
explore the personalized content not totally aligned with their past preference. Thus, apart
from data mining of past preferences, personalization agents should also adapt to individuals
of different personality traits. Our study sheds light on the significance of personalization to
online merchants in offering unique experiences to its users. Increasing investment in mining
transaction logs may not generate the best outcome.

There are a variety of ways to extend our work. First, our subjects were invited to an artificial
website to ensure that this was their first time to experience this personalized site. And they
could experience this website only once. What would happen if the visitors returned to the
site? Do variety seekers behave differently in the long run? A longitudinal field study might
contribute much to this area of research. Second, our study focused on low-involvement
hedonic products (i.e. ring tone). If the involvement of decision is high, would the individuals
rely on personalization agents? Would the individuals take the recommendations deviated
from their past transactions? With more resources, another field study using another product
types can contribute o our knowledge about the effectiveness of personalization agents.
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Appendix I
(1) Variety Seeking
VS1. I enjoy taking changes in buying unfamiliar things just to get some variety to
me.
VS2. I get bored with buying the same things even if they are good.
VS3. I search around a lot just to find out something more about the latest styles.
(2) Need for Cognition
NFC1. Idon’tlike to have to do a lot of thinking [r]’.
NFC2. 1 try to avoid situations that require thinking in depth about something [r].
NFC3. T prefer to do something that challenges my thinking abilities rather than
something that requires little thought.
NFC4. I prefer complex to simple problems.

? Items marked by [r] were reverse coded for statistical analysis.
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NFCs.

Thinking hard and for a long time about something gives me little satisfaction

[1].
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